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1 llesu 1 3a71a4u M3yYeHUSA TUCIUTLIHHBI
1.1 Ieap npenogaBaHusi AUCHHILIHHBI

ensto aucuuruinabl «Kpunrorpagus» sBisercs 3HAKOMCTBO CTYAEHTOB C
MareMaru4ecKUMH OCHOBaMH Kpuntorpaduu. PaccmarpuBaroTcs HCTOpUYECKHE U
COBPEMEHHbIE KPUITOCUCTEMBI U, B OCOOEHHOCTH, WX KPUNTOAHATU3 M JIeXKalIUe B
€ro OCHOBE MareMarnyecKue CpeicTBa.

1.2 3apauyu u3y4yeHUus JUCHUATIMHBI

3anaueil CTaBUTCS U3Yy4YEHUE:

- OCHOBHBIX MOHATHUN W UCTOPUH Pa3BUTHUS KpumTorpadum;

UCTOPUYECKUX MU(POB U UX HEIOCTATKOB;

COBPEMEHHBIX OJIOUHBIX MHU(POB U COCOOOB MX KPHUIITOAHATH3A;

CPEICTB aCHUMMETPUYHON KPHUNTOTpahuu W MareMarndecKoro amnmapara,
00eCIeynBaroIIEero X MOCTPOECHUE U KPUIITOAHAIN3;

- TPUJIOKEHUH KPUIITOAITOPUTMOB TIPH TIOCTPOCHUU KpUNTOTrpahuuecKkux
MIPOTOKOJIOB M CHCTEM 3alIUTHl HHPOPMAITUH.

B pesynbrare m3ydeHus] IUCHUIUINHBI 00yYarOIIUHCS JOHKEH YMETh:

- OINpeAeNsATh MOJENb YIpo3 sl KaXAOW 3amaud, TpeOyromend 3aiuThl
uHpopMalny;

- BBIOMpATh HEOOXOAUMBIE ISl JAHHOW 3aJaud CYIIECTBYIOIIME CPEICTBA
3alIUTH HHPOPMAIIHH;

- QHATM3UPOBATh COCTABHBIC YaCTH CYIIECTBYIOIIMX WJIM BHOBb CO3/1aBACMbIX
OmouHbIX MMH(POB Ha TMOABEPKEHHOCTh arakaM Ha OCHOBE JIMHEHHOTO |
¢ depeHIMaTbHOTO KPUIITOaHATN3a;

- HCMOJb30BaTb TEOPETUKO-YUCIOBOM M aireOpanueckuil ammapar Mpu
pa3paboTKe aIrOpuTMOB 3alIUTHl HMH(OPMAIMM HA OCHOBE aCMMMETPHUYECKOMH
Kpunrorpapuu.

- UCHOJIB30BaTh 3alllMIICHHbIE MPOTOKOJBI MPU peaTu3allii CHUCTEM 3alUThl
uH(popMaIuu.

1.3 IlepeyeHb IUIAHHPYEMBIX Pe3yJdbTATOB O0YYEeHHUS MO0 JUCUHHUILIAHE
(MoOayJ10), COOTHECEHHBbIX ¢ IUIAHUPYEMbIMHM PpPe3yJbTATAMH  OCBOCHHUS
o0pa3oBaTeJIbHOM MPOrPaMMBbI

Koa n HanmeHoBaHue MHaOnKaTopa 3aI'IJ'IaHI/IpOBaHHbIe pe3ynbTtaTthl o6yquV|;| no ancuuninunHe
AOOCTWXEHNA KoMmneTeHunmn

ITIK-1: Cnnoco0eH NpUMeHSITh B HAYYHO-MCCJIe/I0BATe/IbCKOM esiTeIbHOCTH 0a30BbIe
3HAHUS MAaTEMATHYECCKHX H €CTECTBEHHBIX HAYK, OCHOB IIPOrPAMMHPOBAHMUA 1
HH(OPMALMOHHBIX TEXHOJIOIHH

[IK-1.1: [Ipumensier CoBpeMeHHbIE BUIbI HTHPOPMAITMOHHOTO
TEOPETUYECKHE U MPAKTUYECKHE | B3aUMOJEHCTBUS U MPUHIIMIIBI, METObBI

3HAHUS MareMaTu4ecKux 1 MIPOTUBOAEUCTBUS HECAaHKIIMOHUPOBAaHHOMY
€CTECTBEHHBIX HayK, OCHOB MH(POPMAIMIOHHOMY BO3IEHCTBUIO HAa BBIYHUCIIUTENbHBIE
IPOrpaMMUPOBAHUS U CHCTEMBI U CUCTEMBI TIepeiaun HH(popMaluu.

nHGOPMAIIMOHHBIX TeXHOJOTul | Mcnonb3oBaTh NporpaMMHBIE U allllapaTHbIe CPEeICTBA
MIpU NPOBEJICHUU UCCIEAOBAHUN | IEPCOHATBHOTO KOMITBIOTEPA.

B KOHKPETHON 00J1acTH [TpodeccrnonanbHON TEPMUHOIOTHEN, HABBIKAMU
npodeCCHOHATLHOM WCTIOJIH30BAaHNS THUITOBBIX KPUNITOrpahUUIECKUX
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| ACATCIIBHOCTH | AJITOPUTMOB.

1.4 OcobOeHHOCTH peajiM3alUU IUCHUILINHbI
SI3BIK peanu3zanuy IUCHUILIMHBL Pycckuil.

Jucuurmmnaa (Moxyip) peanusyercs 6e3 npumenenus 0 u JJOT.



2. O0beM OMCHUIUIHMHBI (MOXYJIs1)

e
Bcero, | |
. 3aUeTHBIX
Bun yue6HO# paboThI R —
(akam.gac)
KonrakTHas padora ¢ 1,89 (68)
npemnoaaBaTeseM:
3aHSATHUS JICKIIMOHHOTO TUTIA 0,94 (34)
MIPAKTUYECKUE 3aHATHS 0,94 (34)
CamocrosiTesqbHas padora 1,11 (40)
o0yvyarommxcs:
KypCOBOE TIPOSKTHPOBaHKE
(KTT) Her
KypcoBasi pabota (KP) Her




3 Conep:kaHue TUCUUIJINHBI (MOLYJIs1)

3.1 Paznenbl AMCUMILUIMHBI U BUBI 3aHATHI (TeMATHYeCKHI MJIAH 3aHATHIN)

KonrakTHas pabora, ak. 4ac.

/o

Mopynu, Tembl (pa3esnbl) TUCITUATITHHBI

3angaTusa
JIEKIMOHHOIO
THUIIA

3aHATUS CEMUHAPCKOTO TUIA

CeMuHapsbl u/uinu
IIpakTnueckue
3aHSTHS

JlaboparopHsie
paboThI W/unu
[IpakTHKyMBI

CamocrosiTenpHas
paboTa, ak. yac.

B Tom
yucrne B
3n0C

Bcero

Bcero

B Tom
yucne B
aINoC

Bcero

B Tom
yucrne B
3n0C

Bcero

B Tom
YHCJIE B
DUOC

1. OcHOBHbIE NOHATHS M HCTOPHUS KpUNTOrpaduu

1. Jlexuus 1.

1.1. Uctopus kpunrorpaduu.

1.2. IIpouecc nepegadn HHGOPMAITUN U €T0 YUYACTHHUKH.
Mogaenu yrpos.

1.3. [llenHOHOBCKAst MOJENb OTKPHITOTO TEKCTA

2. Jlexud 2.

1.4. ®opmanbHas Moaens mudpa. [Ipumep mmdpocucremMsl
RSA.

1.5. @opmanbHas Moens udpoBoi moanucu. [Ipumep
udposoit moanucu RSA.

3. CemuHapsr 1-2
Temsr: 1.1 - 1.5.

4. OcHOBHbBIE OHSTHS U UCTOPUS KpUNTorpahuu

2. CummeTpuyHasi Kpunrorpagus




1. JIexnus 3.

2.1. udpsl nepecTaHOBKU U MIPOCTOH 3aMEHBI, UX
KPHUITOAHATH3.

2.2. llndp Buxenepa, ero KpUNnToaHAIU3.

2. Jlexus 4.

2.3. lIudp DES, 3Ha4UMMOCTH €r0 KOMIIOHEHTOB C TOYKH
3pEHUs KPUNTOAHATTU3A.

2.4. PexxuMbl pUMEHEHHs 6J109HOTO THdpa.

3. Jleknus 5.
2.5. HenuneitHOCTD OyneBbIX (PYHKIIMM.
2.6. Ananu3s 6:10koB 3ameH mudpa DES Ha nuHeiHOCTS.

4. Jlexuus 6.
2.7. Anroputm mudposanus AES.
2.8. Anroputm 6104noro mudposanust [OCT 28147-89.

5. Jlexuus 7.

2.9. Xom-pyHkiuu.

2.10. ITapagokc aHel poxaeHus. AJITOPUTM MTOUCKA ITUKIIOB
B TIOCJIEZIOBAaTEIbHOCTH. HaxokIeHHe KOJITH3UH XOIII-
byHKIUH.

2.11. MeTtoapl reHepanuy CiIy4aiHbIX YHACEIL.

6. Cemunaps! 3-7
Tewmsbr: 2.1 —2.11.
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7. CumMeTpuYHas KPUITOTpadust

14

3. AcHMMeTpHYHAasi Kpunrorpadus




1. Jlexuns 8.

3.1. Kuraiickas Teopema 06 octarkax. JlokazareianCcTBO
KOPPEKTHOCTH mudpocrucTeMbl RSA.

3.2. BeposTHOCTHBIE TECTBI IPOCTOTHI YUCEIL.

3.3. Anroput™ (hakTopH3aKK B MOJIe, OCHOBAaHHBIA Ha
[1apaJloKCe THEU POKIACHUS.

2. Jlekmus 9.

3.4. Ataku Ha RSA Ha ocHOBE MO 100paHHOTO
mPOTEKCTA, TI0 MPUHIIUITY BCTPEUH IMOCEPEIUHE, HA
OCHOBE BpeMeHHOTO aHanH3a.

3.5. KBagparuunsie Bbruetsl. CumBoda Jlexanapa-xkoou.
KBanparnynblil 3akOH B3aMMHOCTH.

3.6. Hucna Kapmaiikina. O6ocHoBanue tectoB Pabuna-
Musnnepa u Conosesi-Lltpaccena.

3. Jlekmus 10.

3.7. n-1-anropuT™Mbl reHepaluy J10Ka3yeMo IPOCThIX YUCEL.
3.8. 3agaya AMCKPETHOTO Jorapu(MUPOBAHUS B TOJIE.

3.9. AnropuTMBbl HaX0KJI€HUS MYJIbTUILUINKATUBHOTO
MOPO’KIAOIIETO 3JIEMEHTA B MOJIE.

3.10. Metoas! [Tonnapna qUCKpeTHOTO Jorapu(MUPOBaHUS
B TIOJIE.

4. Jlexuns 11.

3.11. Anroputwm [lonura-Xsniamana Juist TUCKPETHOTO
JorapuMUpPOBaHUSL.

3.12. AATOpUTM UCUUCIIEHUS HHICKCOB ISl TUCKPETHOTO
JorapuMUpPOBaHUSL.

3.13. Anroputm /{ukcona asnst pakTopu3ali COCTaBHBIX
qucen.




5. Jlexuns 12.

3.14. I'pynmna To4Yek FUIUNTUYECKOU KPUBOM.

3.15. IIpoeKkTHUBHBIE KOOPAMHATHI TOYEK HITUNITHUYECKON
KPUBOM.

6. Jlexuus 13.

3.16. [IpencraBnenne nHGpOpPMAITUH TOUKAMHU
JJUIANITUYECKON KPUBOM.

3.17. AAropuT™M BBIYUCIICHHS KBAJIpaTHOTO KOPHS B MOJIE
IPOCTOTO NOPSIKA.

7. Jlexuus 14.

3.17. Teopema Xacce 0 OpsIIKE TPYIIIBI TOUEK
AJUIANITUYECKON KPUBOM.

3.18. Dunomopdusm Opobdennyca. [IpencraBurenu
CMEXHBIX KJIaCCOB B (PaKTOP-KOJIbLIE IOJJUHOMOB OT
HECKOJIbKMX HEU3BECTHBIX.

3.19. Anroput™m Ulyda 11t BeraucieHust mopsijKa rpyIsl
TOYEK AIUTUNTUYECKON KPUBOH.

8. Cemunapsl 8-14
Tewmsr: 3.1 —3.19.

14

9. AcummeTpuyHas Kpunrtorpapus

18

4. Kpunrorpaguyeckue npoToKojabl

1. Jlexuns 15.

4.1. [lonaTue u mpuMeps! KpUNTorpahuyecKux
IPOTOKOJIOB.

4.2. Ilonsarue Opakyina. [Ipumepsl ero ucnoab30BaHus B
KPHUIITOAHATH3E.

4.3. [Ipumep nokazyeMo cTorkoi kpunrocucrembl RSA-
OAEP




2. Jlexuus 16.

4.4. Monenb ceteBoro B3aumoaencTsus. Madpactpykrypa
OTKPBITBIX KITIOUECH.

4.5. IIpoxoton SSL.

3. CemuHapsl 15-16
Tewmsr: 4.1 —4.5.

4. KpunTorpahuyeckue mpoTOKOIIbI

Bcero

34

34

40
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4 YyeOHO-MeTOAMYECKOe O0ecmeYeHHue TUCIUIMINHBI

4.1 ITeuaTHbIE U AJICKTPOHHBIC U3IaHUA:

l. Hecrepenko 10.B., AmaroB M.A. Teopus uncen: yaueOHUK 1Sl By30B.;
nonymeHo YMO 1o Ki1acCH4ecKOMYy YHHUBEPCUTETCKOMY oOpazoBaHuio(M.:
Axanmemust).

2. Kenbuuko B. Kpunrorpadus ot nanupyca 10 KOMIbloTepa: HayqHO-
nonyJspHas nuteparypa(Mocksa: ABF).

3. SAmenko B. B. Beenenune B kpunrorpaduto: yued. mocoone(Mocksa:

MI{HMO-YePo).

4.2 JIM1eH3UOHHOEe ¥ CBOOOXHO pPacHpoCTpaHsieMoe MPOrpaMMHOe
obecrnieyeHune, B TOM YHCJIe 0Te4eCTBEHHOI0 NPOM3BOACTBA (IPOrpaMMHoe
olecrevyeHne, HA KOTOPOe YHHBEPCUTET HUMeeT JHLEH3HI0, 4 TAKAKe CBOOOTHO
DACNDOCTDaHsAeMOe IDOrDaMMHOe o0ecreyeHune):

1.  ITaker Microsoft Office, OC Windows XP/7/8/10, Gpayzep Google
Chrome/Opera/Mozilla Firefox,

2. uHbOpPMALMOHHBIE CIIPABOYHBIE CUCTEMBI: google.com, yandex.ru u T.x.

4.3 UnTepHeT-pecypchbl, BKIKOYas NpodecCuoHaIbHbIe 0a3bl TaHHBIX
U UH(GOPMAIHOHHBIE CIIPABOYHbIE CUCTEMBI:

1. Jlms camocTosITeNnsHOU PaboOThl y CTYIEHTOB JOJKEH OBITH TOCTYT K
anekTpoHHomy karanory Hb COYVY.
S ®@oHa OLIEHOYHBIX CPEICTB

OrneHoYHbIE CpeICTBA HAXOATCS B MPUIIOKEHUU K pabdodyrM MporpamMMam
JTVCLIATIIVH.

6 MartepuajibHO-TeXHHYECKasi 0a3a, He00X0AMMAS JIJIsl OCYLIeCTBJICHHSI
0o0pa3oBaTeJIbHOIO Mpolecca Mo AUCHUIJINHe (MOILYJII0)
Heob6xoauma ayautopus, 000pyaoBaHHas TOCKOM.

OcBocHue JAUCTUININHBI MHBAIWIAMH U JIMIAMHU C OI'PaHUYCHHBIMHU
BO3MOKHOCTAMU 310POBbA, B 3aBUCHUMOCTHU OT HOSOHOFHﬁ, OCYHICCTBIIAICTCA C
HCIIOJIb30BAHUEM CPCACTB 06y‘-I€HI/ISI O6HI€1"O H CIICHIHUAJIBHOI'O HAa3HAYCHU .
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